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About the Contributing Organizations
 

RIMS (Risk & Insurance Management Society, Inc.) is a global 
not-for-profit organization representing more than 3,500 in-
dustrial, service, nonprofit, charitable and government enti-
ties throughout the world. Dedicated to advancing risk man-
agement for organizational success, RIMS brings networking, 
professional development and education opportunities to its 
membership of more than 10,000 risk management profes-
sionals who operate in more than 120 countries. 

RIMS’ Mission:  To advance risk management for your organiza-
tion’s success. 

For more information, visit www.RIMS.org

 

Established in 1941, The Institute of Internal Auditors (The 
IIA) is an international professional association with global 
headquarters in Altamonte Springs, Fla., USA and provides 
services to over 170,000 members in 165 countries world-
wide. The IIA is the internal audit profession’s global voice, 
recognized authority, acknowledged leader, chief advocate, 
and principal educator. Members work in internal auditing, risk 
management, governance, internal control, information tech-
nology audit, education, and security.  

The IIA’s Mission:  The IIA will be the global voice of the internal 
audit profession: Advocating its value, promoting best practice, 
and providing exceptional service to its members.

For more information, visit www.theiia.org
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The IIA and RIMS are grateful to the following individuals for sharing their approaches and expressing their commit-
ment to advancing collaboration among the internal audit and risk management practices through their words and 
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Cisco Systems
Philip Roush, Vice President of Governance, Risk and Controls

Hospital Corporation of America 
Joe Steakley, Senior Vice President, Internal Audit and Risk Management Services
David Hughes, Assistant Vice President, ERM and Business Continuity Planning

TD Ameritrade
Michael Head, Vice President and Managing Director of Corporate Audit
Joseph Iraci, Managing Director of Corporate Risk Management

Whirlpool Corporation
Irene Corbe, Vice President of Internal Audit
Scot Schwarting, Director of Risk Management
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PART 1: 
THE ROLES OF RISK MANAGEMENT 
AND INTERNAL AUDIT 

Much has been written about the need for organizations to 
improve their risk management capability. The collapse of En-
ron, the WorldCom scandal, the 2008 financial crisis, BP’s 
Deepwater Horizon disaster and the European debt crisis 
have all been examples called out by regulators and news 
media evidencing the need for more inclusive, effective risk 
management practices and oversight. The IIA and RIMS be-
lieve that collaboration between the disciplines of internal au-
dit and risk management, can lead to stronger risk practices 
in meeting stakeholder expectations. The two functions make 
a powerful team when they collaborate and leverage one an-
other’s resources, skill sets and experiences to build risk 
capabilities within their organizations. The adage, “the sum 
is greater than the parts,” certainly applies. And, it is clear 
that leading organizations have discovered efficiencies, bet-
ter decision-making and improved results by forming strong 
alliances between the risk management and internal audit 
functions.

Traditionally, risk managers have approached their duties 
with an eye towards protecting the organization’s assets and 
balance sheet, while internal auditors have been concerned 
with reviewing the efficiencies and effectiveness of internal 
controls. But before we explore how these two groups can 
form an effective collaboration, it will be helpful to take a 
more in-depth look at their specific roles and responsibilities 
within an organization.

The Roles and Responsibilities of Risk Management 
Over time, the risk management function has evolved in line 
with changing business needs, in order to deliver recognized 
additional value to organizations (Figure 1). The risk manage-

ment function was originally formed primarily to deal with risk 
transfer, whether through hedging, insurance or some other 
instruments and is characterized as traditional/defensive 
risk management. This approach focuses on insurance, con-
tractual and transaction risks.

The next major evolution was a movement to combine a few 
risk functions into an integrated/advanced risk manage-
ment function, focusing primarily on managing insurable haz-
ard losses through prevention and severity decline, such as 
public liability, automobile accidents, worker injuries, prop-
erty and other asset losses, where control programs such as 
safety, claims and physical security contribute. This approach 
concentrates on threats the organization faces.

The more contemporary risk management function, which 
is referenced as an enterprise risk management approach, 
deals with risks from a much broader scope, depth and re-
sponse perspective, including strategic, operational and fi-
nancial risks, among others, as an interrelated portfolio. In 
some cases, the scope of the risk management function’s re-
sponsibility has been expanded to include business continu-
ity planning. This approach focuses on how to make informed 
decisions about uncertainties that affect the organization’s 
future.

Using the risk management function to play offense as well 
as defense, organizations can begin to assess risks in an in-
terconnected portfolio. Risk-based business decisions across 
the organization may be guided by risk appetite statements 
on both corporate and operational levels. Rather than mea-
suring losses and managing operational threats only, the en-
terprise risk management function provides the process and 
methods to manage unwanted variations from expectations, 
which are linked directly to the overall corporate strategy. 

That said, taking an enterprise risk management approach 
does not in any way lessen the importance of traditional and 
integrated responsibilities, such as managing an insurance 
portfolio or effectively resolving claims to protect an organiza-
tion’s value.

Regardless of where enterprise risk management is initiated 
within an organization or its strategic purpose, the risk man-
agement function’s role and responsibilities have been al-
tered to reflect greater visibility with a broader span of focus 
and value. The broader span demands that risk management 
practitioners view risk in an entirely different way: a way that 
crosses silos, builds internal alliances, exhibits flexibility,  
expands to include emerging risks and enhances the strate-
gic decision-making capability of the individual organization. 
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Figure 1   Evolution of Risk Management
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Critical to that end are building alliances with internal risk-
related functions that also have the unique responsibility of 
understanding all that makes up the enterprise.  Key among 
those is the internal audit function.

The Roles and Responsibilities of Internal Audit  
Related to Risk Management
In 1999, The IIA approved the contemporary definition of in-
ternal auditing as a component of the International Standards 
for the Professional Practice of Internal Auditing (Standards) 
to reflect the profession’s global reach. More specifically, this 
updated definition explains internal auditing as, “an indepen-
dent, objective assurance and consulting activity designed to 
add value and improve an organization’s operations. It helps 
an organization accomplish its objectives by bringing a sys-
tematic, disciplined approach to evaluate and improve the 
effectiveness of risk management, control, and governance 
processes.”

Specific to risk management, a position paper developed by 
The IIA’s UK and Ireland affiliate in 2003, “The Role of Inter-
nal Auditing in Enterprise-wide Risk Management,” defines 
the assurance and consulting roles an internal audit activ-
ity should and, as importantly, should not undertake to best 
protect internal audit’s needed independence. At the heart of 
the position paper—whose adoption is “strongly recommend-

ed” as guidance by The IIA—is an 18-element “fan” graphic 
depicting the “core roles” of internal audit vis-à-vis enterprise 
risk management (Figure 2). The graphic also depicts “legiti-
mate” roles for internal audit, provided appropriate indepen-
dence safeguards are present. And finally the fan depicts 
roles that should not be undertaken except under extraor-
dinary circumstances. “The key factors to take into account 
when determining [the appropriateness of] internal auditing’s 
role are whether the activity raises any threats to the internal 
audit activity’s independence and objectivity and whether it 
is likely to improve the organization’s risk management, con-
trol, and governance processes,” the paper explains.

The core roles of internal audit, the left third of the fan, are 
assurance activities; practicing in accordance with the Stan-
dards requires performing at least some of them. The most 
overarching of these five roles are evaluating and then pro-
viding stakeholders with assurance on the adequacy of the 
organization’s overall risk management processes. Other 
important high-level roles are reviewing and subsequently 
evaluating the reporting on the organization’s management 
of key risks.

The paper notes that, under the Standards, internal au-
dit “should perform at least some” of the seven risk con-
sulting services depicted in the center section of the fan,  
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possibly including championing the establishment of ERM 
and developing and maintaining an ERM framework. “The in-
ternal auditor’s expertise in considering risks, in understand-
ing the connections between risks and governance, and in 
facilitation means the internal audit activity is well qualified 
to act as champion and even project manager for ERM, espe-
cially in the early stages of its introduction,” the paper says. 
“As the organization’s risk maturity increases and risk man-
agement becomes more embedded in the operations of the 
business, internal auditing’s role in championing ERM may 
reduce. Similarly, if an organization employs the services of 
a risk management specialist or function, internal auditing is 
more likely to give value by concentrating on its assurance 
role than by undertaking consulting activities.”

The paper stipulates that there are six roles internal audit 
should not undertake except in highly unusual circumstances 
—in a very small business, for example—because they are 
board and/or management responsibilities. These six roles, 
depicted in the right third of the fan, notably include setting 
the organization’s risk appetite and making decisions on ap-
propriate risk responses.
 

PART  2: 
WHY COLLABORATE?

Given the different historic roles and perspectives on risk 
management it should come as no surprise there could eas-
ily be confusion about the roles of the respective functions 
when it comes to enterprise risk management (ERM). What 
does ERM mean? Who should lead it? How do both func-
tions fit into the equation? How can internal audit both assist 
and independently evaluate risk management activities? The 
fact that these questions continue to be asked highlights an 
apparent role confusion which, in some organizations, has 
hindered the collaboration between these two functions. Dif-
fering perspectives and terminology create challenges that 
can become problematic. For example, each discipline may 
choose different ways to express the concepts of inherent 
and residual risk. 

The good news is that many organizations are overcoming 
these issues and realize that well-coordinated risk manage-
ment and internal audit functions are required to support 
management and the board in effectively managing risk to 
achieve business objectives. To further illustrate how these 
two functions have been continually converging on a common 
view of risk and risk management, enterprise risk manage-
ment definitions offered by RIMS and The IIA both describe a 
comprehensive approach in using ERM to achieve organiza-
tional objectives:
 

RIMS: Enterprise risk management is a strategic business 
discipline that supports the achievement of an organization’s 
objectives by addressing the full spectrum of its risks and 
managing the combined impact of those risks as an inter-
related risk portfolio. 
www.rims.org/resources/ERM/Pages/WhatisERM.aspx

The IIA: Enterprise risk management is a structured, consis-
tent and continuous process across the whole organization 
for identifying, assessing, deciding on responses to and re-
porting on opportunities and threats that affect the achieve-
ment of its objectives.
www.theiia.org/guidance/standards-and-guidance/ippf/posi-
tion-papers/

Appropriately, RIMS defines ERM as a discipline while The IIA 
defines it as a process, since risk practitioners guide ERM 
practices for their organizations and internal auditors typical-
ly assess the ERM process. However, these two definitions 
reveal how similarly risk managers and internal auditors are 
thinking about enterprise risk management today. It does not 
stop there, either. Both risk management and internal audit 
professionals are using specific risk management standards, 
such as ISO 31000:2009, and guidance documents, such 
as The IIA’s International Professional Practices Framework 
(IPPF), the Committee of Sponsoring Organizations of the 
Treadway Commission (COSO) ERM framework, the Open 
Compliance and Ethics Group’s Red Book and others to help 
their organizations manage risk as well as audit those activi-
ties. Using a risk management standard or guidance docu-
ments and adapting the respective principles into the orga-
nization’s culture and processes is one key to effective risk 
management.  In RIMS’ 2011 executive report, “An Over-
view of Widely Used Risk Management Standards and Guide-
lines,” the reviewers found that the primary challenge is in 
harmonizing approaches and blending the “siloed” strategies 
through common elements, such as ERM adoption, process 
management, risk appetite management, root cause disci-
pline, uncovering risks, performance management and busi-
ness resiliency as found in the RIMS Risk Maturity Model 
(RIMS RMM).   

In issuing this joint report, RIMS and The IIA demonstrate 
that the two disciplines are more effective working together 
than separately, especially when there is a common under-
standing of each other’s roles. In Part 4, the report provides 
practical case studies highlighting four organizations in which 
these two functions are collaborating well together, albeit in  
different ways. Since there is still a lot of good work yet to 
come from many organizations on this front, this joint report 
should serve as a vehicle to learn from those who are lever-
aging the benefits of effective collaboration and in turn have 
elevated their organization’s risk management capability.
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The case studies spotlight Cisco Systems, Hospital Corpora-
tion of America (HCA), TD Ameritrade and Whirlpool Corpo-
ration.  Although each of the case study organizations has 
structured its internal audit and risk management functions 
differently, certain common and effective collaborative prac-
tices emerged, resulting in recognizable value. These prac-
tices are illustrated in a number of the four case studies 
explored later.

•  Link the audit plan and the enterprise risk assessment, 
and share other work products. Provides assurance that 
critical risks are being identified effectively. 

•  Share available resources wherever and whenever pos-
sible. Allows for efficient use of scarce resources, such 
as financial, staff and time.

•  Cross-leverage each function’s respective competen-
cies, roles and responsibilities. Provides communication 
depth and consistency, especially at the board and man-
agement levels.

•  Assess and monitor strategic risks. Allows for deeper 
understanding and focused action on the most signifi-
cant risks.

PART 3: 
THE VALUE OF COLLABORATION

Risk practitioners and internal auditors are being asked by 
their organization’s stakeholders to collaborate in order to 
increase the value they collectively bring to the organization. 
Although some organizations are well down this path, many 
are just starting. When the internal audit and risk manage-
ment functions think of themselves as being complementary, 
they will work more effectively together to increase the overall 
value they bring to the organization. The following analysis 
illustrates how each company’s program addressed each of 
the key collaborative practices.

Link the Audit Plan and the Enterprise Risk Assessment, 
and Share Other Work Products
Perhaps the two most notable products of internal audit and 
risk management functions are the risk-based audit plan and 
enterprise risk assessment, respectively. The audit plan de-
fines the scope of work for the internal audit function over a 
given time period while the risk management function’s en-
terprise risk assessment, is designed to get a sense of the 
risks facing the organization and call attention to the most 
severe risks that require management’s focus. Very often, 
these two products are refreshed formally on an annual cycle, 
and informally more frequently, to keep up with the changing 
business environment.  

While only one of our case studies, HCA, conducted a single, 
joint enterprise risk assessment, all linked their respective 
risk-based audit plans with the findings of the enterprise risk 
assessment.

Cisco uses its consolidated enterprise risk assessment and 
internal audit’s annual risk assessment to drive its 18-month 
audit plan. HCA includes a slide in its annual audit plan pre-
sentation to the audit committee that maps the top 10 risks 
surfaced through the ERM process to the audit plan. TD 
Ameritrade leverages what it learns from the risk manage-
ment framework in building its annual audit plan. Whirlpool’s 
internal audit team uses the enterprise risk assessment to 
inform both its annual risk assessment process, as well as 
the linkage contained in its audit plan. 

There is tremendous value in sharing ERM results with in-
ternal audit so that these considerations can be factored 
into the audit plan. In addition, discussing the risk-based au-
dit plan with the risk management team provides insights 
garnered from different perspectives on organizational gov-
ernance and enterprise oversight. Over time, this approach 
adds value by eliminating redundancies in identifying critical 
risks to the organization, produces a common and aligned 
view of the organization’s risk profile, and helps to instill a 
consistent risk management vocabulary.  

Furthermore, sharing the work products of the internal au-
dit and risk management teams at the planning, in-progress, 
and final-product stage, such as audit reports or risk modeling, 
can highlight areas of mutual interest, increase awareness 
and lead to action. For example, Whirlpool’s practice of shar-
ing audit reports has enabled its risk management team to 
“go back and influence risk mitigation activities.”

 
 

On linking the audit plan and the enterprise risk 
assessment:

In addition to integrating ERM risk considerations 
into our annual risk assessment process, an im-
provement we’ve introduced over the last few years 
is to show the linkage between the audits on our 
audit plan to the related primary ERM category. This 
linkage highlights in a tangible way the integration 
between the audit and risk management functions.”

             -Irene Corbe, Whirlpool
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Share Available Resources  
Wherever and Whenever Possible
Nearly all the case study organizations cited an efficiency 
value gained by leveraging the capabilities of their respective 
risk management and audit teams. At HCA, the ERM function, 
which has a staff of three, utilizes the company’s 140 in-
ternal auditors and access to other governance participants 
for ERM purposes as needed. By using a single straightfor-
ward annual risk assessment process, HCA benefits from a 
consistent and aligned risk profile across a diverse and geo-
graphically dispersed environment. Internal audit provides 
resources and absorbs costs whenever risk management 
needs to draw on them.

Scot Schwarting, Whirlpool’s director of risk management 
says, “My first year, I was able to get out to maybe 50 people. 
Now it’s 150 because we are working jointly” by tapping into 
the reach of the approximately 60 internal auditors Whirlpool 
has around the globe. Irene Corbe, Whirlpool’s vice president 
of internal audit,  periodically is called upon to assist risk 
management’s efforts, “Leveraging my global internal audit 
team is a very cost effective way to validate risk mitigation 
activities and helps Scot get a more realistic picture of the 
status, much more than he would be able to glean through 
e-mail or phone calls.”

Philip Roush, Cisco Systems’ vice president of governance, 
risk and controls, sees “a lot of synergy” rather than conflict 
as he “multiplies capabilities” among his 55-member internal 
audit and four-person ERM staff.

Although not specifically cited, a by-product of such resource 
sharing is that the approach calls for both functions to bring 
their specific areas of expertise to the table. This fosters a 
common understanding of risk management as both a disci-
pline and a process that focuses on the achievement of an 
organization’s objectives.
 
Cross-Leverage Each Function’s Respective  
Competencies, Roles and Responsibilities
While efficiencies can be gained as noted above, all four or-
ganizations were unanimous in the value gained in increased 

communication when each function leverages the other’s 
role. Cisco’s Roush counsels collaboration “in a very signifi-
cant way because there are so many points of intersection.” 
Through the ERM process and collaborative discussions of 
its risk and resiliency operating committee, Cisco gets a 
broad view of the strategic-level thinking around risks. With 
business owners assigned for each risk, ERM and internal 
audit work together to track, monitor and report progress. 
Risk-related activity by management is included in the briefing 
material for all board meetings.

At HCA, the ERM function facilitates the ERM process. The 
outcomes are reported jointly by ERM and internal audit to 
line management, interviewees, senior executives, the audit 
committee and the full board. HCA believes that the direct 
linkage with internal audit helps foster the perception that 
ERM is independent, objective and highly professional.

While many organizations have written charters or mandates 
for internal audit, TD Ameritrade has developed a formal risk 
management charter to define risk management roles and re-
sponsibilities. With this structure in place, the internal audit 
team at TD Ameritrade intends to provide assurance—for the 
first time—of risk management’s effectiveness based on the 
ISO 31000 standard. 

Whirlpool confirms that both internal audit and risk manage-
ment learn new things and provide a wealth of risk- and con-
trol-related information that increases the effectiveness of 
both functions when they leverage each other’s roles with 
open communications. Each reviews and learns from the 
other’s reports. Together, they spend time with Whirlpool’s 
executives and the executives’ teams on risk-related issues. 

An important outcome from this increased communication at 
the outset, whether formally as is done at TD Ameritrade or 
more informally, is developing a common risk language and 
framework. Truly leveraging not only the respective roles and 

On sharing available resources wherever and 
whenever possible:

Working closely together multiplies the  
capabilities.”

-Philip Roush, Cisco Systems
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On cross-leveraging competencies, roles and 
responsibilities:

Now that [enterprise risk management] has  
assumed most of the “middle of the fan”  
responsibilities… internal audit … take[s] on an  
assurance and attestation, as opposed to consulting 
and partnering, role in risk management.”

-Michael Head, TD Ameritrade
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responsibilities but the skills and knowledge each discipline 
brings to the table, creates value that is more than just the 
sum of the two parts and provides consistent communication 
—especially at the board and executive levels. 

Assess and Monitor Strategic Risks
RIMS and The IIA both have spent a considerable amount of 
time promoting how important it is for their members to help 
their organizations better manage strategic risks. Whether 
one defines strategic risk as significant risk that takes sev-
eral years to develop, a threat to one or more of the organiza-
tion’s strategic objectives, a risk inherent in a strategy, or an 
event that can wipe an organization off the proverbial map, 
there is one critical commonality: organizations fear these 
types of risk the most (usually for good reason) and they typi-
cally are not sure how to manage them.    

Cisco uses its enterprise risk assessment to get a broad 
view of strategic-level thinking around risks that are not likely 
to change very often. Progress in managing the 20 most sig-
nificant risks is tracked on a maturity model. At HCA, stra-
tegic risks also are surfaced in its enterprise risk assess-
ment process. The leader of the ERM and business continuity 
functions reports to the CEO regarding strategic risks. TD 
Ameritrade’s executive level risk committee, which is spon-
sored and chaired by the chief risk officer, meets quarterly to 
conduct strategic risk analyses, complemented by subsidiary 
subcommittees focusing on specific risks. A separate board 
risk committee provides oversight. Risks identified through 
Whirlpool’s enterprise risk assessment interview process are 
rated, ranked and assigned one of five categories, including 
strategic. Whirlpool’s key risks are owned by its executive 
committee.

Although each organization approaches strategic risks a little 
differently, these practices illustrate why it is important for 
both risk management and internal audit functions to stress 
the importance of proactively assessing and monitoring strate-
gic risks, and recommend methodologies to manage them. As 
defined in RIMS 2011 whitepaper, “What is SRM?,” strategic  

risks are those internal or external uncertainties, whether 
event or trend driven, which impact an organization’s strate-
gies and/or the implementation of its strategies. There is 
guidance available from RIMS, The IIA, and other sources, 
such as Dr. Mark Frigo and DePaul University’s Strategic Risk 
Management Lab, on how to approach strategic risk manage-
ment assessments.  

In the 2011 IIA Research Foundation paper, “Internal Audit-
ing’s Role in Risk Management,” author Paul Sobel encour-
ages internal auditors to “evaluate strategic risks, such as 
whether management has comprehensively identified key 
strategic risks; developed prudent risk management tech-
niques to address those risks; and established sufficient 
monitoring of strategic risk “signposts” to identify risk occur-
rences in time to take the appropriate actions.” This position 
is complementary to the responsibilities of the risk manage-
ment function for identifying key risk metrics and/or indica-
tors to assist the responsible board committee and senior 
management in fulfilling their risk management responsibili-
ties. As internal audit offers assurance as to management’s 
effectiveness regarding strategic risks, the risk management 
function can provide the techniques and methods for man-
agement to be most effective.

Since the strategic risk management discipline is still evolv-
ing, risk management and internal audit should see each 
other as allies to bring attention to this topic and value the 
other’s input on how to assess, respond to and monitor these 
types of risks.  

The Value of Assessing Interrelated Risks 
Not all risks are easily auditable, nor do they have just one 
owner. Cisco’s Roush appreciates that “there are cross-func-
tional issues that have risks associated with them, and such 
risks often do not have a particular sponsor or home.” And, 
because certain risks are not easily or readily auditable, they 
sometimes do not populate internal audit plans, even when 
these plans are risk-based. 

By working jointly with risk management, a much larger risk 
portfolio emerges. Risk areas may be uncovered in the “white 
spaces” that do not have a readily identifiable owner or asso-
ciated control function. Risks that are categorized in one way, 
such as a compliance risk, over time may in fact become a 
strategic risk if not properly managed. Effective collaboration 
between risk management and internal audit can better iden-
tify these “white spaces,” proactively fill them, and provide 
boards, audit committees and executive management better 
levels of assurance on the overall risk management program. 
Through collaboration, potential gaps are more effectively 
uncovered, assessed for interrelationships and managed to 
meet stakeholder expectations.
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On assessing and monitoring strategic risks:

Conducting monthly meetings with [enterprise risk 
management] has greatly enhanced our internal  
audit function’s understanding of Whirlpool’s overall 
macro risk profile.”

-Irene Corbe, Whirlpool
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PART 4: 
COLLABORATION IN PRACTICE

The remainder of this report highlights four organizations that 
have benefited from coordination between their internal audit 
and risk management functions with respect to enterprise 
risk management. By telling their stories in their own words, 
the companies can serve as examples to consider when plan-
ning a constructive and mutually beneficial relationship be-
tween risk management and internal audit.  

Cisco Systems

Networking equipment and services company Cisco Systems, 
Inc. is primarily aligned functionally rather than by business 
line or geography, as is typical of enterprises of its size, di-
versity of market offerings and extended global reach. Conse-
quently, Cisco has become uncommonly adept at identifying 
and mitigating cross-functional risks, says Philip Roush, vice 
president of governance, risk and controls, who oversees the 
organization’s internal audit, enterprise risk management 
(ERM), investigation, ethics and policy teams.

Take, for example, Cisco’s innovative risk and resiliency op-
erating committee (RROC). “Some people see a conflict be-
tween ERM and audit,” says Roush. “I actually see a lot of 
synergy.” Working closely together multiplies the capabilities 
of the 55-member internal audit and four-person ERM staff. 
Similarly, the highly collaborative RROC is made up of Roush 
and the vice presidents of the organization’s treasury, se-
curity, operations, engineering and supply chain functions, 
as well as representatives of 17 activities that, Roush says, 
“have a high degree of focus on risk management.” In Cis-
co’s ERM governance hierarchy, the RROC is situated below 
the executive sponsors of ERM—the chief operating officer, 
the chief financial officer and the chief globalization officer—
who, in turn, are positioned beneath the organization’s board 
of directors, its audit committee and its CEO.

“What we found over time is there are cross-functional issues 
that have risks associated with them, and such risks often do 
not have a particular sponsor or home,” says Roush. When 
such an issue is identified, the RROC constitutes a working 
group comprising staff with passion for and some involvement 
in it. The working group’s mandate is to develop a plan to 
resolve the issue or, at least, appropriately manage related 
risks. The RROC then “challenges or blesses the proposal, 
figures out where any required funding needs to come from, 
and puts it into action,” says Roush. Some issues that come 
before the RROC are long term, such as business resilience, 
for example, while others are “quick hits,” such as pandemic 
or volcanic activity that may disrupt operations in a particular 
location.

RROC members do not “feel we can be prepared for every 
risk, and we don’t try to go out and necessarily identify a 
lot of low-probability, high-impact, black swan issues,” says 
Roush. What the RROC does try to do collectively is develop 
a series of playbooks so that when issues and risks of similar 
natures arise, the organization will know how to handle them 
effectively and promptly. The RROC and the ERM and audit 
staffs currently are developing a playbook for elevating and 
resolving compliance issues enterprise-wide. “Historically 
we’ve had a process for this, but it is not as repeatable and 
mature as we want it to be across the 100-plus countries 
where we operate,” he says.

Other elements of Cisco’s ERM governance process are con-
sistent with leading practices. The organization conducts a 
top-down enterprise risk assessment (ERA) every two years. 
“We interview half a dozen board members, all of senior man-
agement starting with the CEO and his direct reports, and a 
cross-section of senior vice presidents and vice presidents,” 
says Roush. Through this process, they get a broad view of 
the strategic-level thinking around risks, such as disruptive 
competition, for example, that are not likely to change very 
often. The risks surfaced by the ERA are assigned owners 
and risk management activities are monitored by Roush’s 
staff. Progress in managing the 20 most significant risks is 
tracked on a maturity model ranging “from where we are to-
day to where we want to be as an organization,” says Roush. 
“If the responsible risk owner has not taken action on their 
risks that need addressing, the ERM and internal audit teams 
inquire why this is the case and highlight the status to senior 
management and the audit committee as appropriate.

The executive sponsors of the ERM process meet quarterly 
to review the process and discuss emerging risks and new 
initiatives. ERM updates are provided at each of Cisco’s six 
yearly audit committee meetings and covered in depth at two 
of them. ERM activities are on the full board agenda on a 
periodic basis, but risk-related activity by management is in-
cluded in the briefing material for all board meetings.

Internal audit conducts its own risk assessment (ARA) an-
nually. It includes input not only from the strategic thinking 
of directors and senior executives consulted in the ERA but 
also the risk-related thinking of vice presidents, directors and 
managers of the day-to-day operations of the organization. 
It covers many of the tactical elements and changes occur-
ring within the organization—for example, establishing a new 
commissions program or implementing an update to the en-
terprise resource planning (ERP) system. The consolidated 
ERA and ARA drive Roush’s 18-month audit plan, which is 
refreshed annually, and the audit committee discusses the 
findings of the resulting audit work at each meeting. 
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Roush advises all chief audit executives (CAEs) “to care about 
risk because your board and audit committee care about it.” 
CAEs who do not directly manage the ERM staff or others in 
the organization who are involved with risk “should be collab-
orating with them in a very significant way because there are 
so many points of intersection.” Establish a formal collabora-
tion process “because otherwise you can lose momentum as 
people rotate in and out” of their roles, he says.

Hospital Corporation of America 

The ERM program of Hospital Corporation of America (HCA) is 
a logical and seamless extension of the organization’s long-
standing risk-based auditing process, observes Joe Steakley, 
senior vice president, internal audit and risk management 
services. More than a decade ago, Steakley and his inter-
nal audit staff began systematically documenting manage-
ment’s perception of the external and internal risks to HCA, 
which now comprises more than 160 hospitals and 100 free-
standing surgery centers locally managed in 20 states and 
England. The leading risks that surfaced during this process 
became the principle focus of the annual internal audit plan. 
Steakley soon realized, however, that “some risks we really 
couldn’t address from an audit standpoint still needed to be 
looked at by the board and the CEO and addressed by the risk 
owner.” Steakley and his then-director David Hughes filled 
this gap with a relatively simple, cost-effective ERM program 
that largely remains in place to this day.

The program, initially imbedded within internal audit, is 
grounded in principles embraced by many leading organiza-
tions in recent years. The board establishes the risk appetite, 
and its various committees oversee management’s efforts 
to identify and manage risks within that appetite. The ERM 
function facilitates the ERM process and reports on the out-
comes to line management, senior executives, the audit com-
mittee and the full board. However, the day-to-day operation 
of HCA’s ERM program is distinctive.

Hughes, whose current title is assistant vice president, ERM 
and business continuity planning, reports directly to Steakley, 
who in turn reports functionally to the audit committee and 
administratively to the CEO. This hierarchy enables Hughes, 
who has a staff of only three, to utilize Steakley’s 140 internal 
auditors and his access to other governance participants for 
ERM purposes as needed. “We work very, very collaboratively 
together,” says Hughes. Interestingly, Hughes also reports to 
the chief medical officer about physical risks, which are man-
aged through HCA’s business continuity function. The chief 
financial officer retains responsibility for risks arising from 
compliance with the U.S. Sarbanes-Oxley Act and other appli-
cable laws and regulations and for financial reporting. “This 
is kind of an unusual organizational structure, but it works 
well here,” says Hughes.

HCA’s straightforward annual risk assessment process 
comprises telephone or in-person interviews of over 90 in-
dividuals including board members, the CEOs and CFOs of 
HCA’s more than 16 divisions, and other high-level execu-
tives whose ongoing responsibilities or initiatives are closely 
linked to the company’s strategies. The process also con-
sists of surveying approximately 170 individuals including the 
CEOs, COOs, CFOs and chief nursing officers of a sampling 
of about 50 hospitals. All participants are asked the same 
questions, which Hughes notes are very high level. These 
questions include:

•  What are the three business risks, in priority order, the 
company faces over the next two years that could have 
a significant adverse effect on the company’s ability to 
achieve its strategic and/or financial objectives?

•  What are some of the things the company is doing to 
help manage/mitigate each of these risks?

•  In your opinion, are these risk mitigation strategies  
effective?

“We provide a risk universe of approximately 150 risks to ev-
eryone we interview or survey to give them a starting point in 
articulating their concerns,” says Steakley. This risk universe, 
originally developed three years ago on the basis of data col-
lected in previous surveys with input from risk-management 
experts at North Carolina State University, is updated peri-
odically to reflect changes in the company and its business 
environment, he adds.

Interview participants also are told in advance that their re-
sponses will be awarded 10 points for enterprise-wide risk 
ranking purposes, assigned as follows: Five to the top risk 
they perceive, three to the second-highest, and two to the 
third-highest. Steakley says that a number of CAEs at other 
companies who he interacts with do not rank their risks by 
order of importance. “That’s a big miss,” he says. “All risks 
are not equal and if you don’t rank your risks, how can you 
rationalize that you’re spending the right amount of time on 
them?”

Steakley says that the first few years HCA conducted its 
risk-ranking exercise, “things weren’t very well aligned. The 
people in the hospitals were saying things different from  
corporate management and the board.” But a decade into 
this process, the same risks tend to surface in most inter-
views and the top four risks now account for about 80% of 
the total risk-ranking points. “The last several years the re-
sponses have been very well aligned,” he says. “Last year, in 
fact, the board was even aligned with what the hospital staffs 
were saying. I believe this is a real testament to the maturity 
of our process.”
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After survey responses, which are not attributed to individual 
participants, are compiled and cross-tabulated by Hughes’s 
staff, he and Steakley report the results to the board, the 
audit committee, senior management and interview partici-
pants. “We end up with an ERM briefing book with an ex-
ecutive summary. The farther back you read, the farther the 
information drills down,” says Hughes. Steakley also has a 
slide in his annual audit plan presentation to the audit com-
mittee that maps the top 10 risks surfaced through the ERM 
process to the audit plan. Overall, Steakley notes, the prin-
ciple underlying all reporting is to keep it at a strategic level. 
“Our approach is to try to keep it simple,” he says. “If we go 
talk to people at HCA and get too granular, we will lose them 
quickly.” 

Hughes and Steakley agree that although the ERM function 
does not need to report to the CAE, this arrangement has 
many advantages. Hughes says, “The combined structure 
and approach allow ERM to remain lean. For example, inter-
nal audit provides resources and allocates costs whenever 
risk management needs to draw on them.” More important 
in most organizations, Steakley says, is that a direct linkage 
to internal audit will help foster the perception that ERM is 
independent, objective and highly professional. “People know 
internal audit is the only department in the company that 
doesn’t have a dog in any hunt and will be totally neutral 
to what people say,” he says. “Also, people know internal 
audit reports directly at the board level without management 
pressure. They are confident they can talk freely because 
they trust we are going to keep it confidential and report it 
as we hear it. It’s a way for them to get their voices heard 
without standing up at an executive meeting and saying we 
don’t agree with all of this.” Steakley admits, of course, that 
if internal audit is perceived poorly in the organization for 
whatever reason, “a negative perception of ERM may exist 
as well.”

Steakley says in conclusion that structure and process are 
less important than action. “If you’re a company that’s strug-
gling with risk management, do something,” he says. Hughes 
adds, “When you’re starting out, keep it simple.” After all, 
HCA started simple, has kept it simple, and has achieved 
leading practice status as an outcome.
 
TD Ameritrade 

TD Ameritrade’s ERM program, though still maturing, already 
is sophisticated and capable. But this was far from the case 
in 1999, when founder and current board chairman J. Joseph 
Ricketts hired Michael Head to lead the internal audit activity 
of the online brokerage firm. “ERM as we know it today was 
nothing more than Joe’s vision back then,” says Head, whose 
current title is vice president and managing director of cor-
porate audit. In fact, among Head’s modest early objectives 

were establishing risk-based internal auditing and, beginning 
in 2001, evaluating the organization’s quarterly efforts to 
self-assess, test and publicly disclose the effectiveness of 
key internal controls over financial reporting.

Prior to 2000, risk management was embedded in discon-
nected silos across the enterprise, and Ricketts wanted that 
changed, Head says. Senior management recognized that 
moving from this state to true ERM “is a journey and not 
something they could implement and have up and running 
effectively in six months,” he recalls. Organizations that have 
attempted a quick-fix approach to ERM adoption, Head says, 
“have either failed altogether or wondered why ERM remains 
an add-on and not part of the fabric of how managers think 
and address risk on a day to day basis.”

In 2001, Head teamed with the CFO to select TD Ameritrade’s 
first chief risk officer. The new CRO, who reported administra-
tively to the CFO’s chief accounting officer, reported function-
ally to the audit committee. During the next several years, the 
organization methodically adopted tenets of the broad ERM 
framework developed by the Committee of Sponsoring Orga-
nizations of the Treadway Commission (COSO). Meanwhile, 
administrative responsibility for internal audit was shifted 
from the chief administrative officer to the general counsel 
to safeguard internal audit’s independence when evaluating 
the effectiveness of the organization’s systems of internal 
control, including the evolving risk management activities. At 
this juncture, Head says, ERM had matured to a “repeatable 
process that functioned fairly well.” However, he says, it still 
was widely perceived within the organization as a “necessary 
evil.”

By 2008, the CRO and his team had established a common 
language and framework to identify and rank risks across the 
company. It was at that point, Head says, that the TD Ameri-
trade board said, “OK, we’ve made some good progress, but 
we can’t continue to do the same thing and expect ERM to 
rise to the next level” of sophistication and effectiveness. 
One of the board’s chief concerns at the time was that ERM 
activity was taking place too low in the governance structure 
to achieve the maturity that the directors, the CEO and the 
executive officers of the company desired. “The CRO was not 
sitting in the C-suite, and the audit committee was saying we 
fulfill our normal duties and focus on risk management as 
an add-on,” says Head. “Directors said that was not how we 
thought it would be when we went in the direction” of ERM.

The board hired a consulting firm to evaluate the state of af-
fairs, effectiveness and the actions needed to achieve lead-
ing-practice status, Head says. The consultant recommend-
ed, and the board approved, formation of a board-level risk 
committee, the elevation of the CRO position to the senior 
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executive level, the development of a formal risk manage-
ment charter and a switch from the COSO to the ISO 31000 
risk management framework. “The consultant saw no con-
tradictions” in the two frameworks, Head says, but judged 
that “ISO 31000 provides the broadest possible view of risk 
management while COSO ERM is more narrowly tied to the 
evaluation of systems of internal control.” Next year, Head 
notes, internal audit will provide assurance for the first time 
of risk management’s effectiveness vis-à-vis the ISO 31000 
standards.

David Kim was retained as the new C-level CRO and risk and 
assurance functions throughout the organization—including 
the old risk management organization and internal audit—
began reporting to him administratively in matrix fashion. 
Joseph Iraci was hired as managing director of corporate 
risk management to play a lead role in growing and operat-
ing the ERM program. Prior to that time, Head says, internal 
audit had many “middle of the fan” (see Figure 2 on page 4) 
responsibilities for risk management. Now, he says, Iraci’s 
staff has assumed most of these duties, “which has allowed 
internal audit to take on an assurance and attestation, as 
opposed to consulting and partnering, role in risk manage-
ment.” This arrangement, he says, “is working well from a 
working together and sharing perspective. Some of the power 
of having the same administrative report in the C-suite is you 
get consistent direction.”

Iraci’s corporate risk management group continued to grow, 
and the corporate risk, business continuity and corporate 
insurance teams currently total 17 people. “This growth re-
flects risk management’s increasingly broader role and ex-
panded day-to-day support of TD Ameritrade’s varied busi-
ness units,” says Iraci. For example, Iraci’s team got involved 
in emerging product reviews and helping business leaders 
develop key risk indicators and risk dashboards. “Joe already 
has taken our ERM program way beyond where it was be-
fore,” says Head.

Although Head works in TD Ameritrade’s Omaha, Nebraska 
headquarters facility and Iraci works in a corporate office in 
New York, they coordinate their work and collaborate closely. 
This includes meeting face-to-face about three times monthly. 
“I have more interaction with Mike and his team than I typi-
cally have had with internal audit functions elsewhere during 
my career,” says Iraci, who previously worked in several glob-
al financial services organizations and a federal regulatory 
agency. For example, he says, although the risk management 
and internal audit teams perform risk assessments indepen-
dently, they share results and discuss any inconsistencies. 
But what is more important, says Head, is that both operate 
within a common risk definition and framework. Across the 
top of this framework are eight risk categories and down the 

side are so-called risk assessable business units, starting 
with the C-suite and cascading downward. “We leverage what 
we learn from Joe’s risk management framework in building 
our annual audit plan and he, in turn, considers our informa-
tion” in determining the organization’s top risks, Head says. 
“The degree of collaboration is great.”

TD Ameritrade now has an executive-level risk committee, 
sponsored by the CEO and chaired by the CRO, that meets 
quarterly to conduct strategic risk analyses. There is a sub-
sidiary subcommittee for each of the organization’s eight 
risk categories, including regulatory, disclosure, technology, 
human capital and brokerage operations. These subcommit-
tees meet at least quarterly. Iraci’s team supports each of 
these groups, and a member of the internal audit team at-
tends each meeting to facilitate a free flow of information 
between the groups.

The board’s risk committee meets quarterly to review the 
work of the management committees. The audit committee 
also meets quarterly to review the organization’s overall con-
trol structure; the work of internal audit, and any risk aris-
ing from TD Ameritrade’s 10-K and 10-Q filings with the U.S. 
Securities and Exchange Commission. To ensure cohesion 
and identify potential responsibility overlaps, the chair of the 
board risk committee attends audit committee meetings and 
vice versa. Moreover, once yearly the two committees hold 
a joint meeting, during which annual reporting and planning 
takes place. Head says that “the full board also is very active 
in overseeing risk management because, after all, it drove 
the current changes to the structure.”

“I think the governance structure now is where it needs to be 
and has the staff support it needs,” says Head. “Now it’s a 
matter of building out the tools and tweaking them to meet 
the risk information needs of the organization. We’ve clearly 
made a lot of progress, but we’re not all the way there.” 
However, Iraci adds, “What I do think clearly works well now 
is having very open communications between internal audit 
and risk management.”

Whirlpool Corporation 

The ERM and internal audit functions of global home-appli-
ance manufacturer Whirlpool Corporation do not have the 
same organizational structure as some organizations where 
the top executive of the ERM function reports administratively 
to the internal audit activity or vice versa. Though both func-
tions at Whirlpool report functionally to the audit committee 
of its board of directors, vice president of internal audit Irene 
Corbe reports administratively to the CFO while director of 
risk management Scot Schwarting reports to the vice presi-
dent of the organization’s treasury function. However, Corbe 
and Schwarting, both of whom joined the company about five 
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years ago, maintain a remarkable and enviably collaborative 
professional relationship that both agree adds substantial 
value to their respective activities.

“Conducting monthly meetings with Scot has greatly en-
hanced our internal audit function’s understanding of Whirl-
pool’s overall macro risk profile,” says Corbe. “As we scope 
our audits, we specifically consider how those risks are im-
pacting our internal control environment and are able to tailor 
the audit procedures accordingly. This approach results in 
driving more comprehensive risk coverage for Whirlpool and 
helps us to identify gaps earlier. I have found that by having 
a regular dialogue with Scot, we are able to share process 
and business knowledge to assess how risks are changing 
and have an open dialogue on how we can best optimize 
and leverage our efforts. With the complexity and volatility of 
today’s business environment, staying on top of and identify-
ing emerging risks is a real challenge. At the end of the day, 
collaborating with ERM has made our audits that much more 
meaningful for the business and for our senior leaders.”

Schwarting adds that his recurring interactions with Corbe 
provide him with a wealth of risk- and control-related informa-
tion that help increase the effectiveness of the overall ERM 
program. “I would tell risk managers that if they get the op-
portunity to work with internal audit, seize it,” he says.

Meeting monthly is just one of many efforts by Schwarting 
and Corbe to ensure risk management and internal audit 
activities are complementary and supplementary in nature. 
Whirlpool’s risk management team is comprised of Schwart-
ing, four direct reports and a small number of risk manage-
ment specialists embedded in the supply chain, procurement 
and other business functions. In addition to ERM, the risk 
management group is responsible for business continuity, 
claims and insurance portfolio management, as well as loss 
prevention. Each year, this team, in partnership with Corbe’s 
staff of internal auditors around the globe, conducts an enter-
prise risk assessment comprised of written, telephonic and 
in-person interviews of selected executives. “My first year, I 
was able to get out to maybe 50 people,”  says Schwarting. 
“Now it’s 150 because we are working together and sharing 
information” with internal audit.

Major ERM risks identified through the interview process are 
rated, ranked and assigned one of five categories: enterprise, 
strategic, operational, financial and compliance. An owner is 
identified for each risk commensurate with its potential im-
pact on the organization, and risk mitigation strategies and 
goals are developed. This information is vetted during several 
meetings with members of the senior management team and 
then presented to the audit committee and the board of direc-
tors as needed.

The process does not end there, however. Whirlpool’s key 
ERM risks are owned by its executive committee. Consequent-
ly, Schwarting says, “besides reporting to the board and the 
audit committee, Irene and I spend a significant amount of 
time with our executives discussing their respective risks and 
even more time working with their direct reports to identify 
projects and actions to achieve mitigation goals and objec-
tives.”

Since 2009, the risk identification and ranking processes 
as well as the monitoring of mitigation plans have been fa-
cilitated by a software application procured by internal audit 
two years earlier. “The tool itself is fantastic because we can 
slice, dice and run different risk scenarios and show how 
certain risks might impact different parts the organization,” 
says Schwarting. Joint use of the software has enabled in-
ternal audit and risk management to develop and maintain 
a common risk vocabulary. “Our ERM program has matured 
a lot over the past four years in terms of what we gather, 
why we gather it and what we do with the information, and 
I anticipate that will continue,” he says. “We want our ERM 
process to be something that’s live and active and working 
well for Whirlpool.”

“My team uses qualitative and quantitative information, in-
cluding ERM data, and we run it through a very robust model 
that helps us identify the highest risk locations, processes 
and areas and this becomes the basis for our annual internal 
audit plan,” adds Corbe. “In addition to integrating ERM risk 
considerations into our annual risk assessment process, an 
improvement we’ve introduced over the last few years is to 
show the linkage between the audits on our audit plan to the 
related primary ERM category. This linkage highlights in a 
tangible way the integration between the audit and risk man-
agement functions.”

Schwarting says one practice he’s “found particularly help-
ful” is receiving copies of every audit report. This has of-
ten helped his team better understand a business process, 
thereby giving ERM “the ability to go back and influence 
risk mitigation activities.” Another practice that “has been 
extremely helpful and has produced very good results,” he 
says, is Corbe’s willingness to let him periodically leverage in-
ternal audit’s global footprint of approximately 60 auditors for 
ERM purposes. Each geographic region has its own top risks, 
a microset of Whirlpool’s overall risk universe. “If I learn at a 
monthly meeting that Irene has an audit going on in Asia, for 
example, then I might ask Irene’s group to go in and validate 
that the work’s been done, that it’s functioning and that it is 
meeting designed expectations,” says Schwarting. 

“We don’t change our internal audit scope or planned  
procedures related to our scheduled audits as a result of 

13



Executive Report | Risk Management and Internal Audit: Forging a Collaborative Alliance

© Copyright 2012 The Institute of Internal Auditors, Inc. and the Risk and Insurance Management Society, Inc. All rights reserved.

requested consulting on behalf of ERM,” Corbe says, “and 
such requests tend to be very targeted. However, leveraging 
my global team is a very cost effective way to validate risk 
mitigation activities and helps Scot get a more realistic pic-
ture of the status, much more than he would be able to glean 
through e-mail or phone calls.”

“I think the collaboration between ERM and internal audit the 
last few years has been phenomenal,” says Schwarting. “The 
level of communication between our two groups allows us 
to plan and reorganize ourselves when things come up that 
need to be tackled. “I don’t think we’ve ever stepped on each 
other’s toes. I think we just have a good working relationship 
in general, and if I have something on my mind, I will speak to 
Irene directly and vice versa.” Corbe concurs that “the part-
nership between internal audit and ERM is definitely work-
ing well for our company. Perhaps it is due to our corporate 
culture, but Scot and I plan to continue to strive to find ways 
to improve our process and figure out additional ways that 
we can collaborate and make our alliance stronger to deliver 
even better results for Whirlpool and its investors.”

CONCLUSION

RIMS and The IIA agree that how risks are assessed and 
managed can materially affect how an organization is posi-
tioned to achieve its objectives. Historically, the risk man-
agement and internal audit disciplines have approached risk 
considerations from their respective independent viewpoints. 
At times, this disconnected approach has created confusion 
at best and conflict at worst. The IIA and RIMS believe that 
collaboration between the risk-related disciplines of internal 
audit and risk management can lead to stronger risk prac-
tices in meeting stakeholder expectations.  The two functions 
make a powerful team when they collaborate and leverage 
one another’s resources, skill sets and experiences to build 
robust risk capabilities across their organizations.

Leading organizations have discovered efficiencies, better 
decision-making and improved results by forming strong al-
liances between the risk management and internal audit 
functions.  In highlighting four case studies, this joint report 
identified four fairly common practices, although each organi-
zation approached them in different ways:

•  Link the audit plan and the enterprise risk assessment, 
and share other work products

•  Share available resources wherever and whenever  
possible

•  Cross-leverage each function’s respective competen-
cies, roles and responsibilities

•  Assess and monitor strategic risks

More importantly, from the descriptions provided, the authors 
recognized certain value that the organizations gained from 
the collaborative activity:

•  Assurance that critical risks are being identified  
effectively

•  Efficient use of scarce resources, such as financial, 
staff and time

•  Communication depth and consistency, especially at  
the board and management levels

•  Deeper understanding and focused action on the most 
significant risks 

Additionally, we believe that effective collaboration and open 
dialogue results in a more robust view of the entire risk  
portfolio. 

As a single starting point that can benefit any organization, 
RIMS and The IIA recommend that risk management and 
internal audit leaders and teams commit to frequent, open 
communications, using multiple methods, ranging from for-
mal correspondence to ad hoc touch points. Open commu-
nication is a common thread in all of the case studies, even 
though the channels may vary. A number of the organizations 
mentioned that they conducted regularly scheduled in-person 
meetings, others that they corresponded in writing, while 
some communicated telephonically. Most mentioned multiple 
methods. What is evident is that the commitment to commu-
nication enabled the common practices and understanding 
described in the report. 

We hope that this joint report serves as a vehicle to learn 
from those who have figured out how to collaborate effec-
tively, consistent with their respective organization’s unique 
situations, needs and cultures, and in turn helps you to en-
hance your organization’s overall enterprise risk management  
capability and value. 
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